What is the difference between a cold,
warm and hot disaster recovery site?

We all know the importance of disaster recovery as it
relates to business continuity and HIPAA compliance.
However, there is a lot more to disaster recovery, and not
all recovery options are created equal. Different kinds of
disaster recovery are dependent on the needs of your
business. Here, we’ll talk about how the speed at which you
need to recover your data and infrastructure affects your
recovery site options and cost.
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When it comes to the speed of recovering your data, there are three different types of disaster recovery: cold,
warm, and hot sites. Each describes the people and infrastructure required to get a backup site up and running as
well as the time it takes to fully recover. Let’s use the analogy of driving a car.

A COLD SITE is as if you had a spare, bare-

A WARM SITE is as if you’re driving on the

A HOT SITE is as if it’s imperative you get to

bones car parked in the garage at home. When

road and your extra car is following behind

your destination on time and can’t afford any

your car breaks down, you have to call a friend

you. However, it could have gotten stuck at

delays whatsoever. You also aren’t willing to

to get your other car and bring it to you. You

a few lights and be several miles behind you;

give up your extra features, (maybe you’re

and the friend may have to coordinate the

therefore, it could take a little while to catch up

driving the president) and if your current car

logistics of getting extra keys for the car. No

to you. Your extra car won’t be as fancy as your

breaks down, you need a near-exact replica.

matter what, it’s going to take a long time

current one (no heated seats or satellite radio),

You’ve got your extra car in the lane next

before your new ride arrives, so be prepared to

but there is gas in the tank and the engine

to you, driving the same speed. If you break

wait a while. In IT terms, this equates to a site

works, which is really all you need until you can

down, it’s right there to get you out of a jam,

where there is little or no hardware set up when

get your current car fixed and running again.

but you’re essentially paying for two fancy cars,

a disaster strikes. You’re saving a lot of money

Similarly, a warm site recovery means you have

not to mention the gas (premium, most likely),

by not having equipment set up and running,

hardware and network connections established

you need to keep them both on the road, which

but it will take a formidable amount of time to

from your site to a second site, but they are

will be quite expensive. When it comes to your

get your site back online.

not equal. Your recovery will still be delayed

data, a hot site is a complete copy of your

while you retrieve your data from your remote

production site, including personnel, network

backup site.

systems, power grids and almost instant
backups of your data. There is virtually no
downtime when moving from the host site to
the backup one. While the idea of having real
time synchronization is enticing, it’s also quite
expensive. You'll need to weigh the benefits
first and determine if they're worth the cost.
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Now that you’ve learned about different types of
disaster recovery sites for your data, what’s next?
Schedule a demo or purchase DRaaS today.

START PROTECTING YOUR
DATA NOW, OF COURSE.
Let’s go already!
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